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ABSTRACT

Encryption and decryption are considered to be the guard for data in this technological world. To provide some
kind of security, this paper proposes a new algorithm called AVB algorithm which is used to enhance the
security of the data. This algorithm mainly focuses on ASCII value of data. ASCII value of the character is
encrypted using normal mathematical calculation for number of time on a particular character and converted to
numerical value. Then the cipher text is decrypted to get the original plain text. This algorithm is efficient in two
ways it difficult for the intruders to predict the data as each character follows different form of encryption based
on the key. And also it is simple, fast, and cost efficient while compared to ASCII value based text encryption

system by Udepal Singh and Upasna Garg

l. INTRODUCTION

In technological world everything is easy
both attack and prevention. Every technology in
this High-fi world has vulnerability.Attacks from
the vulnerability can be minimized by drum card
“cryptography”. In cryptography Lots of methods
have been proposed by various cryptographers to
minimize the attack of intruder’s. Cryptography is
the science of using maths to encrypt and decrypt
data. Cryptography enables you to store secure
information or to be transmitted across vulnerable
network (like the Internet) so that it cannot be read
by anyone except the intended recipient .While
cryptography is the science of securing
data, cryptanalysis is the science of applying and
breaking  secure  communication.  Classical
cryptanalysis involves an interesting combination
of analytical reasoning, application of mathematical
tools, pattern finding, patience, determination, and
luck.Level of security depends upon the algorithm
that has been used to produce cipher text, number
of round doesn’t matter where the logic of
algorithm matter’s. In order to fulfil the
requirements, many encryption schemes have been
proposed and analysed as possible solution
systems.

In this paper, a new cryptographic
algorithm is proposed, which follows a different
method using the ASCII value. This new method
provides security to data in a lower cost.

1. RELATED WORK
Udepal Singh, Upasna Gargencrypted the
data on the basis of Unicode values, in which the
security of data is increased [1].JGitanjali,
Dr.N.Jeyanthi, C.Ranichandra, = M.Pounambal
proposed a newAlgorithm for encryption

Technique, UPMM algorithm, which is
applied on ASCII value of data. ASCII values are
encrypted using a key involving Palindrome
numbers and unique alphanumeric id, which is also
converted into ASCII value to provide
authentication over the network
[2].Dr.M.MohamedSathik, A. KalaiSelvi, proposed
data encryption anddecryption process using secret
sharing scheme, which is based on generating the
random polynomial and evaluates the mean value
of the polynomial’s coefficients. The mean value is
added with the ASCII value of the plain text to get
the cipher text [3].Prasant Sharma, Amit Kumar
Gupta analyzed the speed of RSA public key
cryptosystem to reduce the time taken for finding
factor for a large number [4].SubhranilSom,
DipanjanMitra, JhilomHaldarproposed an
algorithm in which A Key is created from the
input. Generating different randomized Matrices
forms the Key. The value of the generated is
manipulated with the individual ASCII values of
the plain text. After completion of this process all
the different resultant ASCII values will be further
converted into their corresponding binary values
[5].Dhavelvegad Husain Ullah khan NimishGhosh
proposed an algorithm in which length of the key is
calculated by adding any two random characters at
starting and ending of a text and Ascii value of
each character is calculated and shift operation is
performed. They also tried encrypting file in the
same manner[6].SatyajeetR.Shinge and Rahul Patil
Proposed an algorithm in which uses Ascii value of
the plain text to encrypt it, this system randomly
generates a key for user having equal to length of
the plain text. The randomly generated key is
converted to another key which is used for
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decryption purpose[7].m.lavanyaR.vijaysai
proposed an idea which is based on Ascii value and
random number generator to achieve data security
and prevent unauthorized person from meddling
secret data [8].AnupamKumarBairagi proposed an
algorithm in  which every character can be
represented as an ASCII value which is either even
or odd .depending upon this evenness or oddness,
the character is encrypted differently [9].

1. LITERATURE SURVEY

Cryptography is the art of writing or
solving codes. The main objective of cryptography
is to provide security to the data in this vulnerable
world.  Cryptography mainly focuses upon
encryption and  decryption.  Cryptography
concentrates  on  confidentiality, integrity,
authentication, access control.
Encryption
Decryption

Encryption:

Encryption is the concept of altering or
modifying the original data (plain text) into some
meaningless or sometime meaningful data but
which is not same as compared to the plain text.
Encryption uses some logic to convert plain text to
cipher text. The logic can be done in two ways with
or without key.

Symmetric key
Asymmetric key

Symmetric key:

It is one of the method in encryption this
type of encryption uses same key on both sender
and receiver side to encrypt and decrypt data. The
length of the key and type of data which we use as
a key is strength of algorithm as well as security of
data.

Asymmetric key:lt is one of the method in
encryption this type of encryption uses different
key on both sender and receiver side to encrypt and
decrypt data. In this method public and private key
is used in which if public key is used for encryption
then private key is used for decryption and vice
versa.

Decryption:

Decryption is the reverse process of
encryption, in which the cipher text is converted to
plain text using same method followed in
encryption.

IV. PROPOSED METHOD
[1] Encryption phase
In this algorithm the information to be
encrypted is fetched. The fetched data is stored in
an array of characters, the characters are converted

into their corresponding ASCII values. Square root
for the ASCII values are found for “N” times where
N is derived from Key string. The key which is
used to encrypt the information is encrypted. Key
string is stored in an array after taking ASCII value
for all the characters in the key string. Square root
for ASCII value of the key string is taken for
“N”times. Finally an array consist of floating point
numbers is the cipher text. This encryption phase
continues until all the characters are encrypted.
Then cipher text is sent to the receiver end

plaintext

|

Convert
into ASCIl  ——®|
value

Generated
key

Encryption
algorithm

Ciphertext

(I1)Pseudo codefor Encryption:
The pseudo code for encryption phase is as follows

Bagin:

1. Fatch fie suing © be sncoyptad
1 CI1 value for all the chamacters in the string
CI1 value for all the chasacters in the Key string

LN i

squara root for all the ASCII valuas of the key sring for “N” times

¢ EndLoop
& forinti=0;1<N;i—

&) Calculats the sguars oot for 2ll the ASCTI valuas for the dats for “N tmes
9 EndLecp

4. Store flosting pointin an amay Whithis iz cipher taxt

End

[2] Decryption phase

Decryption is the vice-versa of encryption
in which the cipher text is converted back to plain
text (original text).it uses the same methodology
followed in encryption. Decryption is critical phase
since authentication is must and also we have to
make sure that there is no changes in the data while
transmission. There are several methods followed
to meet the above mentioned criteria. Decryption in
this proposed algorithm is as follows,fetch the
cipher text which is in the form of floating point
numbers both the encrypted data and key and
square the cipher text for “N” times if only the key
string matches. As a result of squaring a whole
number is formed which is the ASCII value of the
character. The ASCII value is converted into
corresponding character based on the ASCII
values, which is the original data or plain text. The
algorithm for decryption is shown below.
Pseudo codefor Decryption:

Cipher text

Decryption ASCllvalue
algorithm #  of plain
et

Plain text
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The pseudo code for Decryption phase is as follows

Bagin:

1. Fetch the string © be decryptad

2. Caloolats the length of the Ky string and length be 37

for inti=0; i <N; i+

‘Calculate the squers value for all the Fleating point values of the key string for *W7 times
Find the comrazponding cheracter based on the ASCI vatoe

Ead Loop

for inti=0; i <N; i+

‘Calculate the squers value for all the Floating point values for the dats for *37 dmes
Find the comrazponding cheracter based on the ASCI vatoe

End Loop

3. pr]n it o the per.

B opn o ow

End.

V. RESULT
The proposed algorithm is implemented as
a project for encrypting and decrypting both files
and data. The result of encryption and decryption
is as follows.

[a] Encryption of text message:

There are several algorithms available to
provide security to the data. In this we are
demonstrating the proposed algorithm in practical
aspect. The snapshot shown below is the output of
this algorithm. The procedure to perform
encryption is as follows. To encrypt the text
message input the message/data in the Text Box
and then click encrypt button to perform encryption
and the result is displayed in the resultant text box.

5 i

Iél L= X
Enter the Text to Decrypt: Home
hi guys! £
v
FAS =

encrypted text is:

1.0752665996551514 1.075427

[a] Encryption of file:

The proposed method is also implemented
for encrypting the files. Since file sharing and
uploading is most common means of
communication between two parties now a days. It
is used to provide security to files while uploading
and sharing via internet. The procedure to perform
this is, the user browses the file to be encrypted and
fetch the original file. The file is encrypted on
clicking the encrypt button and the encrypted file is
saved in a location and address is displayed to the
user.

8 e | —
O e o rocsves ¢
e e
B2 - 8 Genunsted Documantiton..| €8 Mm//ocshem SO/, % P
Select a file to upload:
E:\java\Choco.java Browse...
| Upload File
e - Netepadt ey
et Fomat vew Hobp
1.30754816532135 1.799592137336731 2.3784141540527344 10.770329475402832
1.3367942571640015 1.7891578674316406 3.274722099304199 5.656854152679443
1:3466713426497314 1.799592137336731 3,2010860443115234 10.630146026611328
1.3466713428497314 1.7804 1741 2.3784141540527344 10 147705
1.34448683. 7134 1.8016. “A 7 52 3. 13116455 10, 04 5 4 3373414
1.33 1.8115788698196411 2.3784141540527344 10.906712387084961
1.33435094 87 1.5422108173370361 3 88974761963 10.677078247070312
1.33435094 87 1.5422108173370361 3 23114 3336018066 10.816634205322266
133 |1;78701901435 (233]83141530527344  10,099504470825155
33081808580352 10 73300543755137

1.342247724 1.77604: <"h 3.28
1. 3343509435653687 3 778279423713654 2.3784141540527344 10.535654067993164
1.3414887189865112 1.5422108173370361 3.274722099304199 10.049875259399414
1.33268404006958 1.8135236501693726 3.2675797939300537 10.24695110321045

[a] Decryption of text message:

As mentioned earlier decryption is the
reverse process of encryption. Demonstration of
decryption is as follows, to decrypt the text
message, just click in decrypt button and the cipher
text in text box is converted to plain text (original
text).

-
B C=ranx )
Enter the text to decrypt: Home

106590271 1.0561528205871582
decrypt

Decrypted Text is:

'Y
hi guys!

v
LN *

[ = ]

[b] Decryption of file:

Procedure to decrypt the file is, user
browses the file to be decrypted and fetch the
encrypted file. The file is decrypted on clicking the
decrypt button and the decrypted file is saved in a
location and address is displayed to the user.

o Fourtes | (3 B G S o B W e Gl

: + ot oometiin.. B i bt X 3-§-ae

Elencryptinew

Decrypt File
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[ newd - Notepad =8] X

File Edt Format View Help

In this unique project we are much focused on ~
security of data.This project which use
Encryption and decryption algorithm (AVB
algorithm) to secure the data.

This security algorithm 15 1mplemented 1n
uploading a f1le.By making use of this service
We can protect our data from vulnerable
attacks.this service 1s much faster and cost-
efficient than other algorithm,

VI. CONCLUSION

In this paper we proposed an algorithm to
encrypt and decrypt data using ASCII value further
no additional data is added so it is difficult to find
out the original data also in this algorithm the data
is encrypted after going through the several rounds.
It is difficult to predict since key string also
encrypted.

VII. FUTURE WORKS

With the proposal of this paper as a base
we are working on to implement this algorithm on
all file formats in future also we will implement
this algorithm in asymmetric key based encryption,
decryption system.
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